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A big hello to everyone! 
 
    This is our first of 4 scheduled 
newsletters for this year.  Our 
Newsletter editors Bill Michael and 
Bernie Jones are all geared up to put 
out some nice content this year.  If 
you have any input for the newsletters, 
please do go out on our website and 
send them an email. 
 
    Our Board of Directors for 2012 has 
had a good number of meetings so far 
this year.  I would like to take a 
moment to thank a couple of outgoing 
Board members.  They all contributed 
quite a bit to our chapter success - 
they really will be missed:   
 
• Betty Byrnes - Treasurer & 

Program Director (she has been on 
the board since day one) 

• Debbie Nicholas - Membership 
Director 

• Mike Isaac - Publication Director 
• Karyn Spanier - Education & 

Seminar Director 
 
 

Continued on Page 6 

Can Homeland Security Prevent a 
Cybersecurity Critical Infrastructure 

Disaster? 
By Eric Kant  

 
     A new study said companies 

would need to spend nine times as 
much on cybersecurity to prevent a 
cybersecurity disaster which would 
hurdle America back to the Dark 
Ages. With over 10,000 industrial 
control systems vulnerable and a 
predicted 440 million new hackable 
smart grid points, America's 
infrastructure is in a state of chaos. 
Homeland Security is stepping up to 
protect the infrastructure, despite 
some private firms protesting 
cybersecurity legislation. 
 

    The U.S. is headed toward a 
"cybersecurity disaster," according to 
a Bloomberg Government study. The 
Ponemon Institute said that to stop 
95% of the cybersecurity attacks, 
companies would need to spend nine 
times as much, which would "boost 
spending to a group total of $46.6 
billion from the current $5.3 billion." 
Bloomberg reported, "Hardening those 
systems would require a significant 
investment given the increasing stealth 
and sophistication of hackers." 
According to Lawrence Ponemon, 
chairman of the Ponemon Institute, 
"The consequences of a successful 
attack against critical infrastructure 
makes these cost increases look like 
chump change. It would put people 
into the Dark Ages." 
 

    If our infrastructure is being 
hacked is not in question.  

It is and has been for years. China is our 
big time cyber-enemy. A recent 
counterintelligence report [PDF] 
basically said, "China and Russia 
cyberspies are hell-bent on espionage 
and trying to steal U.S. secrets in 
cyberspace." Nation states have hackers 
who hammer away at us every single 
day. The smart grid is expected to have 
440 million new hackable points by 
2015, but utility cybersecurity is not the 
only part of America's infrastructure 
that is in a near state of chaos; another 
very recent example occurred when the 
TSA reported cyber attacks on railways. 
Sadly the USA is vulnerable. 
Cybersecurity is "one of the most 
intense challenges of our time," stated 
DARPA Director Regina E. Dugan. 
"Malicious cyber attacks are not merely 
an existential threat to our bits and 
bytes. They are a real threat to an 
increasingly large number of systems 
that we interact with daily, from the 
power grid to our financial systems to 
our automobiles and our military 
systems." 
 

    The private sector has not stepped 
up to protect SCADA systems as was 
recently shown at the S4 conference; it 
resulted in the release of "push of a 
button easy" exploits to hack critical 
infrastructure.  Other companies, 
utilities, banks and phone carriers are 
vulnerable to massive hacker attacks as 
highlighted by the Bloomberg 
Government study. 

Continued on Page 3 
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Guest Post: Scott Reuter 
 
        I'm fortunate to be working 
with a group of #SMEM* friends 
who like to help each other during 
disasters. We train on real disasters 
as well as live non-disaster events, 
such as conferences and fast-
moving popular events, so that we 
can test new social media tools and 
techniques. We do this to learn for 
our own varied emergency needs, 
and to share what we learn with 
others in order to contribute to the 
development of social media 
disaster operations in all phases of 
disasters. We call ourselves the 
"Virtual Operations Support 
Team", or VOST for those who 
prefer acronyms.** We are a 
diverse mix of professional 
emergency managers and disaster 
volunteers of varying skill levels 
with one major thing in common: 
an enthusiasm for learning how to 
use social media in disasters, and 
for developing ways to operate that 
will make things easier for 
ourselves and others in future 
disasters. We like to share what we 
learn with others. 
 

    Here's a quick definition of the 
VOST concept: 
 
Virtual Operations Support (VOS) as 
applied to emergency management and 
disaster recovery is an effort to make use 
of new communication technologies and 
social media tools so that a team of 
trusted agents can lend support via the 
internet to those on-site who may 
otherwise be overwhelmed by the volume 
of data generated during a disaster. 

VOS Teams (VOST) are activated to 
perform specific functions in support of 
affected organizations & jurisdictions. 
Each VOST has a Team Leader that 
reports directly to the affected 
organization/jurisdiction. 
 
As additional VOSTs are established, a 
VOS Group (VOSG) may be established 
to coordinate the work of the VOSTs to 
maintain an effective span of control. The 
VOSG has a Group Supervisor that 
reports to the affected organization 
/jurisdiction. The VOST Leaders report to 
the Group Supervisor. 
 

VOST History 
 
        While many of us already 
knew each other and/or had 
worked other disasters together, we 
were first assembled as a group by 
Jeff Phillips (@losranchosEM 0r 
@_JSPhillips) as a team of "trusted 
agents" in March of 2011. The idea 
is that in a disaster, anyone trying 
to monitor and respond using 
social media will be quickly 
overwhelmed by the amount of 
data that needs to be examined and 
sorted into useful information. In a 
catastrophic disaster this need is 
only amplified and there will also 
probably be a need for a 
predetermined, trusted person or 
group to search, prioritize and 
forward crisis data from outside of 
the disaster location if the internet 
is not functioning or bandwidth is 
limited, or again, if the on-site 
personnel are overwhelmed by the 
amount of crisis data incoming. 

Proof of Concept 
Our group meets and chats often on 
twitter and Skype to talk about our 
favorite tools and apps as well as to 
coordinate our efforts. 

 
Continued on Page 4 

 

What is a Virtual Operations Support Team? 
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1 . SMEM Camp 
 
SMEM Camp: Our first "proof of 
concept" effort (from now on I'll call 
them instances) was set up in March 
2011 by Jeff Phillips to support the 
"#SMEMCamp" panel at the NEMA 
Annual Conference.  I won't spend a 
lot of time discussing this instance, as 
Jeff did a great explanation of it here. I 
will say , however, that in my view it 
was a great success in demonstrating 
that a group of volunteers well-versed 
in SMEM could be of great assistance 
to each other if they coordinate their 
efforts, and plan in advance to do so. 
 

Continued on Page 4 
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Last summer, Eireann Leverett 
published a paper about industrial 
system attack surfaces [PDF]. For 
those who don't want to read about 
it, Leverett also published 
visualizations as seen on the left 
(from page 28). 
 

    Wired reported that Leverett 
found "10,358 devices connected 
through a search of two years 
worth of data in the SHODAN 
database." A mere 17% "of the 
systems he found online asked him 
for authorization to connect, 
suggesting that administrators 
either weren't aware that their 
systems were online or had simply 
failed to install secure gateways to 
keep out intruders." 
 

    We don't need every single 
thing connected to the Internet, 
causing more holes and headaches. 
Thanks to all the lax security, 
Homeland Security is about to take 
over the cybersecurity 
infrastructure reins and baton down 
the hatches. There are plenty of 
private firms freaking out about 
that and cybersecurity legislation. 
Some security professionals even 
want DHS to be abolished. 
Although I agree cybersecurity 
efforts must not run roughshod 
over privacy, something has to be 
done. As James Lewis, technology 
program director at the Center for 
Strategic and International Studies, 
told Bloomberg, "If you interview 
power companies and say, 'Is your 

Can Homeland Security Prevent a Cybersecurity Critical Infrastructure Disaster? 
Continued from Page 1 

 
 

 
control system connected to the 
Internet,' they'll say, 'Of course not'." 
Yet "it turns out in almost every case 
a control system is connected to the 
Internet and it's vulnerable to being 
hacked." Lewis added, "The pattern 
in the U.S. is not to do anything until 
there's a disaster. The way we're 
going to find out if someone has the 
capability is we'll wake up one day 
and the lights won't work." 
 

    While the senate cyber-security 
bill is shrouded in secrecy, some of 
the new authorities it would grant 
DHS are "very scary," said Bob Dix, 
vice president of government affairs 
and critical infrastructure protection 
at Juniper Networks. Dix told The 
Hill, "The provision that establishes 
covered critical infrastructure 
presumes to give DHS new 
authority, that in my mind is overly 
broad, subject to interpretation and 
frankly goes beyond the boundaries 
of the role of government." He 
added, "The bill's language suggests 
DHS could seize control of systems 
owned by private firms and cloud 
providers." This sentiment about the 
implementation of a comprehensive 
and constitutional cybersecurity 
policy was echoed by privacy gurus 
at The Constitution Project [PDF]. 
"The government should not be 
permitted to conduct an end-run 
around Fourth Amendment 
safeguards by relying upon private 
companies to monitor networks." 
 

    I hate it when the Fourth 
Amendment is stomped, and privacy 
or civil liberties lose out in the 
"balance" against security. Yet 
without enacting legislation  

to address the growing cyber-threat 
dangers, America is exposed to 
"serious risk." White House 
Cybersecurity Coordinator Howard 
Schmidt wrote, "Only providing 
incentives for the private sector to 
share more information will not, in 
and of itself, adequately address 
critical infrastructure   vulnerabil-
ities." 

    Clearly incentives did not work 
"to mitigate the risks and reduce the 
potential for a malicious actor to be 
successful." Secretary of Homeland 
Security Janet Napolitano said to 
the National Press Club, "We are 
deploying the latest tools across the 
federal government to protect 
critical systems while sharing 
timely and actionable security 
information with public and private 
sector partners to help them protect 
their own operations. Beyond 
protecting the computer networks 
of the civilian side of our 
government, we are leading the 
effort to protect our nation's critical 
information infrastructure - the 
systems and networks that support 
the financial services industry, the 
electric power industry, and the 
telecommunications industry, to 
name a few." 

    However, before you break out 
the pitchforks, or tar and feathers, 
like an angry mob about to come at 
me, here's a note of caution about 
Napolitano's prepared remarks:  
"Think of it this way--if we have to look for a 
needle in a haystack, it makes sense to use all 
of the information we have about the pieces of 
hay to make the haystack smaller." 
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 What is a Virtual Operations Support Team? 

Continued from Page 2   
 
 

and share helpful information using 
twitter and facebook. Short-Term 
Disaster Recovery expert Bill 
Driscoll, Jr. of AllHands Volunteers 
– now at NECHAMA – joined in the 
effort, video streaming the morning 
panel session on U-stream using his 
iPad. The VOST actually had a 
chance to help relay info as we were 
under tornado warning and had to go 
to the hotel basement to shelter-in 
place between the morning and 
afternoon social media panels!   
Some VOAD conference attendees 
that had expressed uncertainty at the 
morning session saw us using social 
media to gather data in the basement, 
and came back to the afternoon 
session to learn more and get help 
setting up an account! 
  

4 . Hurricane Irene 
 
The fourth major #VOST instance 
was Hurricane Irene. While VOST 
has helped informally on smaller 
earthquakes, floods, wildfires and 
misc. smaller disasters, this was the 
first large instance where we 
operated as a VOST on a large scale 
disaster, combining efforts with 
other individuals and organizations 
who were assisting on the disaster. 
We helped to populate maps and lists 
with contacts and social media 
accounts for Emergency Managers 
and disaster authorities in areas that 
were expected to be affected that 
were in the projected path of the 
hurricane. We helped to amplify 
warnings and vital communications. 
One of our VOST members was in 
New York in the path of the 
Hurricane, and we stayed in contact 
with her and supported her local 
social media emergency effort. 

5 . Shadow Lake wildfire in 
Oregon 
 
The fifth VOST instance was the 
Shadow Lake wildfire in Oregon. 
Jeff Phillips was contacted by Kris 
Eriksen of the National Incident 
Management Organization (NIMO) 
who wanted to test the use of social 
media as part of informational 
support during the wildfire response. 
(there is a paper due out on that 
particular VOST effort soon, and I'll 
get a link up for that as soon as it's 
available.) VOST member Pascal 
Schuback set up the ORfireInfo 
blog, I set up twitter & gmail 
accounts, a shared dropbox file, a 
facebook account and a Keepstream 
social media curation account for 
saving relevant media articles. We 
did all of this for in order to keep the 
NIMO staff informed of what the 
media and citizens on twitter & 
Facebook were saying and asking in 
regards to the fire, and were able to 
respond to the public. Jeff Phillips 
again organized and led the effort, 
put together the operational ICS204 
document in which to seek 
instructions, log actions in support 
of the effort, and save useful 
information and resources where all 
VOST members could access them. 
The "#ORfire" Shadow Lake Fire 
VOST was 19 days of sustained 
operations working directly with 
NIMO staff. (I was travelling during 
this one and was able to test what it 
would be like to assist in VOST 
operations while traveling. 
 
              Continued on Page 5 

2 . 140 Conference Northwest 
 
Our next effort was in support of 
the 140 Conference Northwest, aka 
#140confNW, which was held in 
May in Vancouver, Washington. 
We were led in this instance by 
Cheryl Bledsoe (@CherylBle) of 
Clark Regional Emergency 
Services Agency (@CRESA). The 
VOST members that were on-site 
worked to live-tweet the 
conference, communicate problems 
to the internet audience,  and help 
answer questions that were being 
asked via twitter as best we could. 
Some of our team were also 
helping from various locations 
around the country by monitoring 
the live stream and live tweets of 
the event, as well as search for 
relative material available on the 
internet. For example, if a 
conference speaker mentioned a 
website and one the on-site VOST 
members tweeted the info without 
a link, the off-site members found 
the URL, and then retweeted the 
info with the URL attached. The 
VOST also tweeted links to other 
supporting materials. 
 

3 . National VOAD, or Voluntary 
Organizations Active in Disaster 
conference 
 
Our third VOST effort was for the 
social media panels at the National 
VOAD, or Voluntary 
Organizations Active in Disaster 
conference in Kansas City, MO.  
Once again the team helped to find 
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6 . January 2012 northwest floods  
 
The sixth VOST instance was in support of the January 
2012 northwest floods and severe weather that affected 
Oregon. (Recovery efforts are ongoing.) In this instance, 
while we operated and shared crisis data during the flood 
event, the goal was to support not only response phase 
efforts, but also to assemble information that would 
support and streamline both short and long-term recovery 
phases of the disaster. VOST members located social 
media and conventional contacts for affected counties, 
started a map for locating hard hit areas as seen in media 
accounts, started a Storify media curation/archive, and 
saved useful info and resources so that Oregon 
VOAD***** could develop a plan for dealing with a 
multi-county flood recovery effort. (ongoing at the time 
of this writing.). This really has turned in to two efforts; 
one was the initial collection of all data by the VOST - 
and the subsequent attempt to engage ORVOAD 
members in the use of this collaborative tool for sharing 
information amongst themselves. One VOST member 
(@TheRedElm) even helped me with note-taking during 
a complex ORVOAD conference call with lots of 
attendees. We both worked on the notes in a collaborative 
Google doc. 

Conclusion 
 
Each of the above VOST instances really needs to have 
its own unique story told, but I wanted to get this out 
there before we get too far away from the early efforts 
to get the discussion started. People on the #SMEM 
hashtag have been wondering what #VOST is about, so 
I hope that provides a little of the background. 
Applying the VOST concept to a disaster of catastrophic 
scale is not difficult to imagine. I see myself getting on 
site to my county EOC after a major earthquake, where 
I know I will only be able to process so much crisis data 
by myself or with a couple of helpers. But, if I am able 
to utilize a VOST  I could contact my trusted agents and 
ask for help in processing this data. (Some of us are 
discussing MOUs so that the VOST can self-deploy in 
case contact is not immediately possible.) Perhaps some 
people are trapped in their home, unable to make a 
voice call, but they can get a text message out via 
twitter, or a text message to someone who then posts it 
to facebook.  VOST members can search for these cries 
for help on twitter, and help to sift that data out and pass 
it on so that I can relay it to those who can help. 

What is a Virtual Operations Support Team? 
Continued from Page 4   

 
 

2011 Garden State Chapter Holiday Party 
 
 

What a fabulous time was had at our Chapter meeting at Maggiano's Little Italy Restaurant in Bridgewater.  Check out 
some of the moments captured for prosperity … 

 

 
 

Menu 
 
 
 
 
 
 
 

 
 
 

 
 

A good time by all 
 
 
 
 
 
 
 

 
 
 

 
 

Our fearless Leader 
 
 
 
 
 
 
 

 
 

 
 
Congratulations to Michael J. Beninato, 

2011 Garden State Chapter MVP 
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 ACP Sponsors 
 
 

The ACP Garden State Chapter would like to take this opportunity to thank 
the sponsors who helped to make our chapter meetings a success!  
 

 
 

 
 
 
 

 
 
 
 

 
 

 

President’s Corner 
Continued from Page 1 

 
 
 
 
 
 
 
 
 
 
 
 

On that note, I would like to give a 
warm welcome to several new 
members to our Board of Directors 
for 2012; they are already 
contributing and offering new ideas 
for our chapter: 
 
• Richard Rehak - Treasurer 
• Dave Stuart - Membership 

Director 
• Tatiana Pezzoli - Education & 

Seminar Director 
• Karin Pfizenmayer - Information 

& Web Director 
 
Our next Chapter Meeting is on April 
5th at New Jersey Institute of 
Technology (NJIT).  Check it out on 
our website - it sounds like a very 
interesting meeting.  Our ACP 
members have been invited to this 
NJIT presentation, so we will have the 
opportunity to meet many other folks 
in our industry at this event. 
       
      All My Best, 
 

Stan Carlstadt 
 

 
 
 
 


